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Homework 3:
Mandatory Access Control

Lattice of classifications
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Questions 1.2 & 1.3

2. , the colonel can change the number of navy units, since his integrity
class dominates that of the number of navy units:

(HIGH, {Navy}) > (MEDIUM, {Navy}).

3. No, the colonel cannot change the number of navy units after reading the
cost of navy units. Note that the cost of navy units has integrity class

(LOW, {Navy}), which means that, after reading this object, the colonel’s

integrity class decreases to (LOW, {Navy}). This makes them unable to
write to the number of navy units, which has integrity class

(MEDIUM, {Navy}), and we have (MEDIUM, {Navy}) > (LOW, {Navy}).

Questions 1.6 & 1.7

6. , the captain can compute the cost of overall defence units. Note that
reading information does not require belonging to any integrity class
. and hence, the
necessary information can be read.

/. This question is problematic; while the soldier can read the number of
navy units at any time, he cannot write to/modify it, since he only has the
LOW integrity level, while wrltlng to the number of navy units requires the
MEDIUM mtegrlty Ievel , reading the number of navy units after

Question 2

« With n security levels and m compartments, we can construct n - 2"
security classes.

o With m compartments, one can construct a lattice consisting of 2™

classes, since, for every component, a given subject/object is either in
that compartment or not, and we can have any combination. This gives

2™ classes due to being equivalent to counting how many bit strings of
length m can be made.

 We then multiply this by 7 levels, since these sub-lattices can essentially

be duplicated for every level/put above each other, where the resulting
ordering is similar to that in the solution to question 1.1.



